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Overview
.  Circuit Integrity — Project-re view
presentation

- Capacitive P arasitics
- Resistive P arasitics
. Inductive P arasitics
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Overview

How Digital Cir cuits & Systems Are Built,
and Some Ways in Which They Fall

«  Components of Digital Systems

* RF- and Temperature-Related Vulnerabilities
Data Inputs and Networks
Clock Inputs and Networks
Power/Ground Inputs and Networks

e  Circuit Design: Our Device-Under -Test

Recent Work

e  Comparison of Vulnerability: DUT’s Cloc k/Data Inputs
« [DUT: test c hip fabricated in AMI’ s 0.5um pr ocess]
o«  Custom Chip Design & F abrication f or ESD Studies

Future Work
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Simple Digital System:
VDD pad
Data pad Illl State Storage
[ >— —D Q>
[ >— —»|Clk Q|
Clk pad

: GND pad
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State State

Data Source __

D Q D Q

Clock Sour ce — |->C|k6—> |->cn<6
>

v

Most systems are pipelined:

o  Multiple logic b locks operating sim ultaneousl| y
Q  Highly sync hronous: lock-step operation

UNIVERSITY OF MARYLAND
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Data pad | |78
/‘ 4
D Q
—\ ZS - _ 000
/ Clk Q- —
Clk pad |2\ r
7\ >

VSS pad ESD + I/O Buffers Register GND Register
Groundplanes pla y signifi cant r ole:

 Provide ref erences f or input amplifi ers
O « Allow CMOS cir cuits to beha ve as signal repeater s

(with high input impedance , low output impedance)

UNIVERSITY OF MARYLAND
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Digital Systems: A Primer

Components of Digital Systems

60—-80um
ESD /O ESD
diodes buffers diodes

I/O Pads play signifi cant role:

«  Enormous capacitances, require enormous gates to
drive them (and the pins & off-c  hip traces)

 Big gates => big currents; fast clocks =>small dt ...
VDD/VSS leads ha ve inductance => Ldi/dt noise
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Digital Systems: A Primer

Components of Digital Systems

VDD VDD

o

D Q

Clk Q

VSS ESD + I/O Buffers Register GND Register

At the bottom are ‘just’ a bunch of MOSFETSs
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Digital Systems: A Primer

Components of Digital Systems

VDD

VSS ESD /O Buffers Register GND  Register

At the bottom are ‘just’ a bunch of MOSFETSs

« Each register sho wn holds one bit
« Each1/O pad requiresits o wn ESD, receiver s, & driver s
 Logic b locks can be arbitraril y large/comple x
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VSS ESD 1/O Buffers Register GND  Register

 RF that makes it this far (past initial I/O b uffers) has
corrupted the system: only solution is to use higher
level b us- or pac ket-encoding tec hniques

e  Corrupted data can lead to incorrect results, software
crash/reboot, transmission to remote nodes, etc.

UNIVERSITY OF MARYLAND




ENEE 359a
Lecture/s 14+15
Parasitics

Bruce Jacob

University of
Maryland
ECE Dept.

SLIDE 12

O

UNIVERSITY OF MARYLAND

Sequential Cir cuits Primer

SET-UP and HOLD times

—p={D Ql—»
/\
*CLK

tsetup |[tHoLD

D DAJTA
STABLE

toLk-to-0

Q OUTPUT
VALID

« Storage elements (latc hes, register s) expect data and
clock edges to be timed perf ectly (e.g., within 20ps)
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Sequential Cir cuits Primer

SET-UP and HOLD time , metastability

§

tsetup x| ¥ tHOLD

CLK

I
: Ritd

\\

ToHL toLH

« Data must not transition near ¢ lock edges
« Corollary: Perturbations on ¢ lock network (e .g., n

oise

spikes, thermal-related dela ys) ac hieve same results
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Circuit Integrity: Clock

How To Make This System F all ...

VDD VDD
Data /\ I
4
/ s <
r |
000
| [ | | _
i
VSS ESD 1/O Buffers Register GND  Register

 RF that makes it this far (past initial I/O b uffers) has

corrupted the system: packet-encoding tec hniques
that might detect data corruption are inapplicab le

« Unwanted c lock edg es likel y result in metastability
lead to incorrect results, most likel y system crash
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Circuit Integrity: Clock

Maximum cloc k-frequenc y calculations

VDD

VDD

VSS

ESD 1/O Buffers Register GND  Register
— —
Logic dela y = 800ps = 550ps

e Critical path determines minim um clock period

(in this e xample: 800ps + register o verhead + ske w/etc.

=1000ps total, or 1GHz [as opposed to 750ps/1.33GHz])
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Circuit Integrity: Clock

How To Make This System F all ...

VDD

VDD

VSS ESD 1/O Buffers Register GND  Register
— —
Logic dela y = 800ps = 550ps

« Thermal gradients in sync hronous systems disastr ous
(consider tight timing mar gins in GHz systems)
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Circuit Integrity: Vpp & Vgg

How To Make This System F all ...

VDD

q
_|
+

» A
vss EsD (GNDVi)
/

Register GND  Register
hese inverters might not s witc h

 Localiz ed (or global) ripples on gr oundplanes can

cause logic to misbeha ve, inputs to be misinterpreted
(e.g. suppose Data/Clk = 1, V >V, _on gate of 2nd INV)

« Causes same eff ects as data/c lock corruption
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Circuit Integrity
DISTINGUISHING CHARACTERISTICS

of the NETW ORKS in DIGITAL SYSTEMS:

CLK: Only Edges Matter
DATA: Both Timing and Le vels Matter

VDD/GND: Even Small Chang es in Level
(e.g., 5-10%) Matter

CLK/DATA: Enter Via ESD Protection

VDD/GND: 1/2 ESD (shunts one to other)
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Our Resear ch Question

Comparing CLK and D ATA inputs,
whic h is more impor tant:

« The distinguishing ¢ haracteristics of the wa y those
inputs will be used in the digital system or cir cuit?

« The levels and frequencies of injected RF?

Our Device Under Test (counter):

|—>D Q > OUT

Clock — ~
Source ClkQ

Just about simplest possib e digital system

[Last Year's Results: evaluated
vulnerability of CLK input]
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Our Device Under Test

Internal

Oscillator

——

CLK

8-bit Ripple Counter
Chip Built via MOSIS

Full-Custom Design
(except f or pad frame)

Fabricated in AMI" s
0.5um Technology

3.3V power suppl y
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Our Device Under Test
VDD panternal () —

VSS

ESD Input Invert  3-nand MUX
Circuitry Buffers Select (int/ext clk)

Points of Interest:

 Digital system b uilt fr om complementar y gate designs
(high input impedance , low output impedance).

« CLKonlydriving MUX, one DFF (see previous slide ).
e =>CLK and CLKSEL see vir tually identical loads.
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El\cﬂgrggn? Probe Probe
Pt RF Amplifier . U U
SLIDE 22 (33 dB@1GHz) 20 dB Coupler

RF /
=1 Isolator X DUT
RF

Pulsed _\ LPF

Source
Pull-up Load
Resistor Resistor
- Power n

Meter +
RF Vbias —
Detector I -

Power Amp 33dB at 1GHz
: Freq 800MHz — 4.2Ghz with 1.2W max po wer

UNIVERSITY OF MARYLAND
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Counter Output
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Test Scenarios

VDD

Internal

Oscillator

Z

@_

e E >
= Z
I—cj
RFcikseL L'%FD
VSS

il =y

Internal
Oscillator

@_

ouT
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CLK vs. CLKSEL Inputs

Power-v-Freq. required to cause incorrect
behavior (state ¢ hange in digital logic)

Power Triggering Levels

351

30

25

20 A

(dBm)

=== |njected Power (CIK)
=& |njected Power (CLKSEL)

154

10 A

800 1000 1200 1400 1600 1800 2000
(MH2z)
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Input Impedance

CLK pin

(degrees)

phase

4

(degrees)

phase
I

z

CLKSEL pin

T T T T T
Vbias =0.0 V
- 4 - 10
g 3
H
I i N 1’

Vbias =0.0 V

L L L L L L
0.2 0.4 0.6 0.8 1 1.2

Frequency (GHz)

L L L
1.4 1.6 1.8 2

1 1.2 1.4 1.6 1.8 2

0.2 0.4 0.6 0.8
Frequency (GHz)

- (degrees)
=]

4
&
S

02 04 06 08 1 12
)

Frequency (GHz

CLK pin, old set-up

Vbias =0.0 V

05

1
Frequency (GHz)

Frequency (GHz)

0.2 0.4 0.6 0.8 1 1.2 14 1.6 1.8 2
Frequency (GHz)
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Uuddduuus
L]
POCOCERR,

il

1 '

=

LeusNbLLLLUY
. '5"3"}"3'}7”'3"““(1"!"_

Custom-designed on-chip pads to accommodate input probes

Designed & fabricated tw o chips (one on
right just bac k from fab) ... allo w probing at
various points between P AD and internals

UNIVERSITY OF MARYLAND
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Future Work

New Test Structures (e .g., to emulate lar ger
designs, diff erentiate between CLK & D ATA)

b I_|_|->_®-> I_|_|->_




ENEE 359a
Lecture/s 14+15
Parasitics

Bruce Jacob

University of
Maryland
ECE Dept.

SLIDE 29

O

UNIVERSITY OF MARYLAND

Future Work

Using same boar d, test the po wer rail

Design ne w boar d that diff erentiates GND
iInput pin fr om IC’s ground plane , to test the
ground pin’ s susceptibility

Transmision lina

50Q
PCB for evaluation
Coaxial cable \ GND pin ) ”
50 0
% "“n [!ﬂ n_ll_ 500 Ground plane
E « E_ Power
= DUT B W supply
- —
= BT
— — -
- Signal Ground
uuuiu g
Resistor  [Cable Noise
To ground
plane
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Largely capacitive at current s witc hing speeds ... inductive coupling is

SLIDE 31 major concern in I1/O of mix ed signal cir cuits (e .g. RF).
Translation: pay attention to the cut-off frequenc .

LD —-
>(R

In general, Vi, #0

UNIVERSITY OF MARYLAND
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. WireY is driven : AVy IS transient

SLIDE 32

- Wire Y is floating : AV, Is persistent

Floating:

Y (floating)

|
1
O
<

|
al
O

Xy
AV = AV, »

Q Cy+ Cxy

UNIVERSITY OF MARYLAND
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. WireY is driven : AVy IS transient

SLIDE 33

- Wire Y is floating : AV, Is persistent

Driven:

— \ Y (driven)
R, —1L
v, y ——C,

O Lrise

UNIVERSITY OF MARYLAND

|
1
O
<
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Example assumes capacitance to pol y wire Y (gate for inverter);

SLIDE 34 node Y is prec harged during PRE sta ge to 2.5V, wire X under goes 2.5 -> 0V.

Vop

ck — Cxy
e N

In, — PDN =
Ing — 2.5V

cLK —]

oV

3 x 1 um overlap: 0.19 V disturbance

UNIVERSITY OF MARYLAND
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Driven-Coupling Example

0.5
0.45
0.4
0.35
0.3
0.25
0.2
0.15
0.1

0.05)

0.2 0.4 0.6 0.8 1
t (nsec)

Transient deca ys with time constant

Tyy = Ry(CXy + Cy)
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W i Syal i b | VIO

SLIDE 36 ; | \
- - ] ; ,, 0.16m CMOQ

0p)

Black line quiet — e = | |
Red lines pulsed ——-——- T To25m CMOs
Glitches strength vs technology d—f— R\ o3smovos T

UNIVERSITY OF MARYLAND
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Some Solutions
to Capacitive Cr osstalk

Propor tional noise sour ce: Increasing Vdd will not help
Avoid fl oating nodes: use “keeper” circuits, e.g.:

VDD

VDD
Keeper MOSFET: weak enough to be overpowered
CLK —c|[ :
INPUT/S {>¢
Pull-down OUTPUT
Network

(nFET network)

CLK —|£;

Keep sensitive nodes fr om full-s wing signals
Make rise/fall time lar ge (but it can increase po wer)

Use diff erential signaling: turns cr oss-talk into
“common-mode” noise sour ce

Don’t ha ve long parallel wires
Wires on adjacent metal le vels: perpendicular

Shield wires b y inser ting VDD/GND wires between
(works in same plane as well as in ver tical dimension)
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Capacitance & Wire Delays

Recall rise time:

VYV

Miller Eff ect

Both terminals of capacitor are
switched in opposite directions

(0 -> Vdd, vdd -> 0)

Effective voltage is doubled
and additional charge is
needed

(from Q=CV)

Bottom Line:
RC time constant doubles.
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Capacitance & Wire Delays

* ris ratio between capacitance to neighbor and to GND:

bit k-1 bit k bit k+ 1 Delay factor g
T T T l
1 T — I +r
T T \ | +2r
= T = 1 +2r
— 5 1 L +3r
4 T l | +4r

« Wire delay may vary over 500% between w orst & best
case, due solel y to activity on wires
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Trade-off;

Cross-coupling capacitance 40x lo  wer,
2% delay variation

'  Increase in area and o verall capacitance

UNIVERSITY OF MARYLAND
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SLIDE 41 Encoder
Bus
Decoder
* Out

Bus encoding to reduce “bad” transitions

O

UNIVERSITY OF MARYLAND




ENEE 359a
Lecture/s 14+15

Parasitics I/O Pad Drlver S, reV|S|ted

Bruce Jacob

University of
Maryland
ECE Dept.

SLIDE 42

- >\ /\ /\ ,

ESD /O ESD
diodes buffers diodes

I/O Pads constrain y our design:

« Enormous capacitances, require enormous gates to
drive them (plus the pins & off-c  hip traces)

 This represents 1000x capacitive load of on-c  hip gate
 Big gates => big currents; fast clocks =>small dt ...
VDD/VSS leads ha ve inductance => Ldi/dt noise

UNIVERSITY OF MARYLAND
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Transistor Sizing

Sizing f or Lar ge Capacitive Loads

AL(W 3 Wpy) A3(Wp1/Wpy)

AO (W1 /W) A%(Wp1/Wp1)

— CIoad

Supose C 559 large (e.g. bond pads, etc.)

« Scale each inverter (both FETs inthe cir cuit) by a
factor A (input capacitances scaleb y A)

e IfinputCtolastin verter* A=Cyq
(i.e., Cipaq l0Oks like N+1 ™ inverter) then we ha ve:

Input C of last in verter = Ci; AN = Cjpag
« Rearranging:

A=[Cioad * Cinl]lll\|
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Transistor Sizing

Sizing f or Lar ge Capacitive Loads

AH(Wp1/Wpy)

AO (W1 /W) A%(Wp1/Wp1)

A3(Wp1/Wp1)

« Capacitances increase by factor of A left to right
 Resistances decrease by factor of A left to right

o Total dela Yy (tpHL + tpLH):

(R 1+Rp1) (Coutl +AC|n1) t
(Rnl"'Rpl)/A (ACout1+A Clnl) + .

=N (Rnl"'Rpl) * (Coutz +ACin1)

 Find optimal ¢ hain length:

Nopt = IN(Coag +C

inl)

CIoad
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SLIDE 45 Cin = 2.51F — Cioag = 20pF

Load is ~8000x that of single in verter’s input
capacitance: find optimal solution.

O

UNIVERSITY OF MARYLAND
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Example

5125 1417 36/18 9.8/49 2713 72/36  194/97  523/262 1412/706

(sizes in micr ons) Cioad = 20pF B
oad ~ |

Nopt = IN(20pF/2.5fF) = 8.98 => 9 sta ges
Scaling factor A = (20pF/2.5fF) 12 =27

Total dela Y = (tpHL + tpLH)
=N (Rh1tRp1) ¢ (Coutr *ACin1) UN
=N (Rnl"'Rpl) * (Cout1 * [Cioad ™ Cin1]l™" Cin1)

(assume C 1 = 1.5C, ;11 = 2.5 fF)

=9 ¢ (31/9 + 13/3) » (1.85fF + 2.7  2.5fF)
=602 ps (0.6 ns)
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But Walit!

You don’t (necessaril y) need
the optimal arrang ement

You can (perhaps) g et away with
a slower cir cuit

Say, for example , you want 1GHz (1ns) ...

0.6ns iIs o verkill

Minimiz e (integ er) N to obe y

t
2T > In(Fan—out)i = N x Fan-out™”’
tg IN(A)

(requires n umerical methods)

N
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Example , revisited

2/1 @ 0.25um

Cin = 2.5fF — Cipag = 20pF

Load is ~8000x that of single in verter’s input
capacitance: find optimal solution.

If tp max = 1ns (and not 0.6ns) we can ha ve
N=4

Scaling factor A = (20pF/2.5fF) 14 =9.46
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Example , revisited

0.5/0.25 pm 9.52 (0.5/0.25) = 44.8/22.4 pym

9.5! (0.5/0.25) 9.5%(0.5/0.25) __1
=4.7/2.4 um =423/212um _____ Ciggg

(sizes in micr ons) —

Nopt => 4 stages
Scaling factor A = (20pF/2.5fF) 14 =9.46

Total dela Y = (tpHL + tpLH)

=N (Rn1+Rp1) * (Cout1 *ACjn1)

=N (Rp1+Rp1) * (Couts + [Cioad * Cint]™™ Cin1)
pl outl load Inl Inl

(assume Ci,1 = 1.5C,,11 = 2.51F)

=4« (31/9 + 13/3) « (1.85fF + 9.46 « 2.5fF)
=793 ps (0.8 ns)
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Example , revisited

0.5/0.25 um 9.5 2 (0.5/0.25) = 44.8/22.4 pm
9.5! (0.5/0.25) 9.5%(0.5/0.25) __1
=4.7/2.4 ym =423/212um _____ Ciggg
0.8ns (sizes in micr ons) =

Versus:

525 14,7 36/18 9849 _27/13 72136 194/97  523/262 1412/706 pm

O 6ns (sizes in micr ons) Cload = 20pF __

Reduced area, reduced current,
reduced capacitance , nearly same speed

(better parasitics, ground bounce eff ects)
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Can we do better?

0.5/0.25 pm 20 * 20 (0.5/0.25) = 200/100 pm

Cin1:2-5 fF I: |E E

20 (0.5/0.25) = 10/5 pm — Cioag

Nopt => 3 stages
Scaling factor A = (20pF/2.5fF) 13 =20

Total dela Y = (tpHL + tpLH)

=N (Rn1+Rp1) * (Cout1 *ACjn1)

=N (Rp1+Rp1) * (Couts + [Cioad * Cint ™™ Cing)
pl outl load Inl Inl

(assume Ci,1 = 1.5C,,11 = 2.51F)

=3+ (31/9 + 13/3) * (1.85fF + 20 « 2.5fF)
= 1210 ps (1.2 ns)
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Tri-State Buff ers

Voo

___d y

En-q '_)o—ol
In Out Out
‘ En ‘

En—{ T In T

— L

= Increased output drive

Inverting tri-state Non-in verting tri-state
buffer buffer
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¢

UNIVERSITY OF MARYLAND




Lar ge Transistor s

)

Z

O

T 0 o) b~ o ~

oHO | ©| ©ca | w o
0 + = 3] >© O _.m Z
Nt 0 ® =30 = 3
1a L] Srl | >
W Sacow | 9 <
wwnac Q Q =
S | © | =220 m
Nm - c L (@)
w s = r
= (a8} ) -
O i
@ g
- s
)



ENEE 359a
Lecture/s 14+15
Parasitics

Bruce Jacob

University of
Maryland
ECE Dept.

SLIDE 55

UNIVERSITY OF MARYLAND

/O Pads, again

Bonding Pad

VDD

Where have you seen this bef

wrl 00T

“ GND

ore?
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/O Pad Driver s, revisited

- >\ /\ /\

ESD /O
diodes buffers

ESD
diodes
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SLIDE 57 Power Ralls
v_[|>_D R
CLK —d VDD — AV’
AV ] 1 AV
1 T R

Possib le to g et relativel y large non-zero
: voltage at input: reduces noise mar gins

UNIVERSITY OF MARYLAND
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Power/Ground Distrib ution

GND
N

GND
H

(@) Finger-shaped network

Logic

(b) Network with multiple supply pins

GND
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Solution: repeater s or pipelining

Instead of this:

Do this:

Or this:

Q CLK r>©r>qr>qr>:..

UNIVERSITY OF MARYLAND
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Inductive P arasitics

L di/dt noise (gr ound bounce):

VDD Current flo w chang es direction
/ when input (thus output) v alues change
_C \L
| [ — f VDD
1 % L (£0)
IDEAL
—C

Magnitude of current ¢ hange is di _——
The time to s witc h directions is dt

The voltage-drop induced on thiswire g L (¢O)
at time of s witc hing is L di/dt

LML — f,l\f\)

REALISTIC
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SLIDE 61 ]—
_c .
“1” - Another in verter, elsewhere.

— —
What comes out here? VDD

| é L (#Z0)

/O Driver: g

AV = L di/dt = v oltage-drop
induced on this wire. —— & L (#Z0)

AV AV
- — =
O REALISTIC

UNIVERSITY OF MARYLAND
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